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Slide 1 – Program Title 

 
 

 
Introduction 

 
Slide 2 – Group 5 Members 

 
Narrator (Ann): On behalf of Pupilage Group 4, welcome to our 

presentation on the Ethics of Social Media: Look Before You 

Facebook.  We acknowledge the generosity of the Linn IP Inn of 

Court in Chicago for sharing its program with us. 

 

In this program, we will watch some Managing Partners of a law firm 

encounter social media issues in seven different scenes that play out 

over the course of a few months. The managing partner at this firm 

changes frequently, so each actor playing the Managing Partner will 

be wearing the distinctive Managing Partner Hat. 
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. As we watch the scenes at the law firm, we also will be monitoring 

the twitter feed of a user known as “unintended_consequences,” on 

this second screen (point to screen?) whose identity will be revealed 

at the end of the presentation. These tweets are relevant to the topics 

we plan to address tonight and potential problems relevant in using 

social media. 

 
Slide 3 – Scene 1 Intro 

The first scene starts off with the Managing Partner discussing the 

latest social media tools with Associates. 
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SCENE 1 – WHAT IS SOCIAL MEDIA? 
 

(Andrew is playing with his phone) 

Partner (Charley): Hello Andrew, thanks for meeting with Chason and me. 

We’re so glad you wanted to learn a bit more about social media and 

why it matters to our law firm. 

Managing Partner (Andrew): (looks up) Huh? Oh yes, social media. I 

think I’m getting it. Oh darn, Tom in accounting just turned me into a 

vampire. Now what should I do: poke him into oblivion or sick my 

farm animals on him? 

Associate (Chason): Oh, well we were under the impression you weren’t 

familiar with facebook or any other social media. How recently have 

you started using social media? 

Managing Partner (Andrew): Well my granddaughter (We started young) 

convinced me over the holidays and I’m already to 721 friends on 

Facebook. Oh – 722! Ha! You guys could be 723 and 724… 

Partner (Charley): Well this will certainly make this discussion easier given 

that you are already familiar with several social media outlets it 

appears. Oh, hold on, did you say you had 722 Facebook friends? … 

Geez, I’ve been on it for two years and only have 530 friends on 

facebook and myspace combined! 
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Managing Partner (Andrew): Duh! Managing Partner. Myspace?? You 

still use Myspace?? What are you, chumming it up with Lord 

Voldemort?  

Partner (Charley): Well I… I guess I never closed it… 

Associate (Chason): Charley, I hate to agree. MySpace??? (with look of 

amazement)   Weren’t  we going to tell Andrew how important it is to 

watch what’s out there on the internet about us? If you’re going to 

sign up for an online identity through one of these sites, you’ve got to 

keep tabs on what you’ve said and what’s being said about you on 

your page. I can’t even remember how comments are posted on 

myspace, but if you aren’t checking it, please just shut down the page 

so that won’t pop up when someone googles your name.  

Partner (Charley): That’s a good idea, I have just forgotten about it until 

now. However, I don’t think that someone who joined the social 

media network over the holidays knows  EVERYTHING there is to 

know about facebook, so maybe there’s still something you can learn, 

Andrew. 

Managing Partner (Andrew): You can try, but I doubt it. I just turned you 

into a vampire. 
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Partner (Charley): Alright Mr. Smart-guy. Do you know who can see your 

profile and timeline? 

Slide 4 - Facebook Privacy Settings How to access 

 

Managing Partner (Andrew): Only friends and friends of friends. 

Partner (Charley): What about your email and phone number? 

Managing Partner (Andrew): Same, only my friends and friends of 

friends. 

Partner (Charley): So, you know all these friends of yours? I mean, you’ve 

met them at least? 

Managing Partner (Andrew): Well… I’ve met most of them. Old high 

school buddies and all that. There are a few people I couldn’t exactly 

place, but I didn’t want to be rude by rejecting them. And then, I seem 

to know a lot of law students. I didn’t recall meeting all these up and 

comers, but I must’ve somewhere.  

Partner (Charley): So these possibly unknown law students have friended 

you, and you can’t place them. Hm… Aren’t you on the hiring 

committee at the firm?  

Managing Partner (Andrew): Uh, Duh. Everyone knows that. It even says 

it on my Facebook profile.  
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Partner (Charley): So you don’t think maybe these law students might find 

it advantageous to friend a managing partner on the hiring committee 

at a big law firm? 

Managing Partner (Andrew): Are you saying they don’t really like me 

(amazement)? 

Associate (Chason): Of course he isn’t saying that. Just… people aren’t 

always honest on the internet. Law students probably do like you. 

Law students like anybody who can hire them. But all these other 

people, I dunno. And people will – well, there’s this thing called 

catfishing, where people create fake profiles to friend people and … 

basically deceive them. Hear of Manti Te’o? 

Managing Partner (Andrew): Yeah, the guy who tackles Alabama running 

backs like he hugs his girlfriend. But, why would they do that? 

Partner (Charley): Because crazy people are on the internet! You can’t be 

as naive as Ta’o! 

Managing Partner (Andrew): Never happen. Besides, I’m married on the 

internet – I mean, on facebook – I mean, it says so facebook– I 

mean: in real life too. Ugh! I mean -- I’m not going to get caught up in 

all that. But, ok, people are crazy, and the ‘why’ of all these friends 
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might now be suspect, but they wouldn’t have been able to find me to 

friend me unless they really knew me right? 

Associate (Chason): Well, if you have all your information out there for 

friends of friends, that’s a lot of people you don’t know seeing every 

‘like’, status update, and picture of you and your family. And have you 

checked who can even search for you on facebook or other search 

engines? 

Managing Partner (Andrew): I dunno. I don’t think so. 

Slide 5 – Facebook Privacy Settings – Search Engine Off 

Associate (Chason): Well here, on the privacy settings, we can stop 

search engines from linking to your profile by setting it to off. Also, we 

can wind down the number of potential stalkers by limiting the people 

who can view your timeline, pictures, email address and phone 

number to only “Friends”.  

Slide 6 – Facebook Privacy Settings – Instant Personalization 

Partner (Charley): And there’s that instant personalization thing you 

should turn off under Apps. It basically links all your information and 

your friends’ information to the facebook grey matter known as 

“partner sites.” But I really think you should take a Sunday afternoon 

to cut out some of those “friends” so that you’re sure there’s a 
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connection before you share everything on your Facebook profile with 

them.  

Managing Partner (Andrew): Okay okay. I guess I dove in a bit quickly, 

but at least I’m not the one friending people. They’re asking me! That 

means something right? 722 want me to be their friend. Remember, 

you guys could be 723 and 724.  

Partner (Charley): Yes, that’s something you can hold your hat on, in your 

memory. It’s best to quickly address your exposure to all these 

random people though. It may not be in your or the firm’s best 

interest. 

Managing Partner (Andrew): What does the firm have to do with my 

facebook profile? Is the firm even on facebook? 

Partner (Charley): Right, I’ll give that some thought. Yes, at least in default 

form. Facebook has created a lot of default pages for businesses 

including law firms based on the content of their Wikipedia pages. 

Slide 7 – Sutherland Default Page 

 Here’s Sutherland’s default page that 28 liked. Those people 

probably assumed it was the official Sutherland page and wanted to 

follow what Sutherland had to say. 
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Managing Partner (Andrew): Well I don’t work at Sutherland so what does 

that matter to me? 

Associate (Chason): Well the Sutherland page was just an example. But if 

you liked our firm’s page, the other people who liked our page could 

see that you did also. And if you had an embarassing profile picture, 

or posted something stupid on our wall, then those people would see 

it in their news feed. 

Managing Partner (Andrew): How could you suppose I (emphasize) 

would ever say something stupid? 

Associate (Chason): Oh no, I’m not supposing anything here. We’re in the 

land of hypothetical.  

Managing Partner (Andrew): Hypothetical indeed. Well, I think I’ve got it 

on the facebook front. Anything else?  

Partner (Charley): Well, in terms of facebook status updates and twitter, 

remember that whatever you say, you are shouting it from the 

rooftops, and it can potentially live forever online. So make sure you 

don’t embarrass yourself.  

Managing Partner (Andrew): First I’m stupid and now I embarrass 

myself? What have I done to deserve such respect? 
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Partner (Charley): No no, it’s not you. It just can happen, and does 

happen, more than you’d think.  

Slide 9 – John Quinn Firm Bio & Twitter page 

For instance, this lawyer John Quinn had a big online presence 

everywhere. His firm profile linked to his twitter page which linked to 

his linkedin page. I think he wrote a book and gave lectures and such. 

But then last year he linked to a sealed order on his Twitter page. 

And, as they say, stuff hit the fan. 

Managing Partner (Andrew): Doh! Bet his opponent got a huge 

advantage from that one with the judge.  

Partner (Charley): Yes, well the point is, people get carried away and 

forget that they shed all privacy at the door.  

Managing Partner (Andrew): Got it. Don’t tweet about the case. Anything 

else? 

Slide 10 – Linked In Page 

Associate (Chason): Well, this isn’t as big of an issue in Georgia, but 

Linkedin features profile sections like “Specialties” and 

“Recommendations” that implicate some professional conduct rules 

about attorney communications. 

Slide 11 – LinkedIn Specialties 
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Partner (Charley): Yes, in Georgia, GPRC Rule 7.4, it’s ok for a lawyer to 

say he practices in a certain field or even is a specialist in a field if he 

has the “experience, specialized training, education, or certification” 

to back it up, and claiming the specialty or certification isn’t false or 

misleading. 

Managing Partner (Andrew): I thought most states don’t allow 

specialties? 

Partner (Charley): That’s true, but as we know, Georgia’s special. 

Slide 12 – Linked in Recommendations 

Associate (Chason): Also, under the recommendations section, a client 

should understand in advance that if he or she “recommends” your 

work, that she is essentially disclosing the fact that she or he was a 

client. And in general, although linkedin allows users to “ask” for 

recommendations from their linkedin connections, it probably is 

something we would want to discourage, given that it’s a murky 

ethical area.  

Managing Partner (Andrew): Ok, yes, we want our clients recommending 

us, but word of mouth would probably be more effective anyway.  

Well thanks for the talk guys. I’ll make sure to tighten up my privacy 
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settings on facebook so I’m free to say all the stupid, embarrassing 

stuff I want. 

 

 
Slide 13 – Scene 2 Intro 

 
Narrator (Ann): In Scene 2, our Managing Partner meets with an 

Associate to discuss a potential marketing pitch. 

SCENE 2 – THE SCRABULOUS CASE 

Slide 14 – Scene 2 
 
 
Associate (Maha): WE WANTED TO GET AUTHORIZATION TO 

COMMIT FIRM RESOURCES TO PITCH FOR A NEW CASE THAT 

WAS JUST FILED. 

Managing Partner (Andrew): OKAY. WHAT’S THE CASE ABOUT? 

 
Slide 15 – Scrabulous 

 
Associate (Maha): OUR CLIENT SCRABULOUS JUST GOT SUED BY 

HASBRO. WE’VE DONE ALL OF SCRABULOUS’S TRADEMARK 

WORK FOR THE PAST THREE YEARS, SO I THOUGHT IT’D BE A 

GOOD CASE TO TRY AND NAB. 

Managing Partner (Andrew): I READ ABOUT THAT CASE IN THE 

PAPER. I THOUGHT IT JUST RELATED TO SCRABULOUS BEING 
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USED ON FACEBOOK? IS THAT REALLY A SITUTATION WE 

WOULD HANDLE? WE’RE AN IP FIRM. HOW IS FACEBOOK 

INVOLVED WITH IP?    UH, I MEAN, YES, WE SHOULD HANDLE 

IT. PLEASE TELL ME MORE. 

 
 
Associate (Maha): ACTUALLY, FACEBOOK AND ALL SOCIAL MEDIA 

HAVE A LOT TO DO WITH IP. SCRABULOUS IS BEING ACCUSED 

OF TRADEMARK AND COPYRIGHT INFRINGEMENT OF THE 

GAME SCRABBLE. 

Managing Partner (Andrew): BUT WE’VE BEEN REPRESENTING 

SCRABULOUS FOR MORE THAN THREE YEARS WITHOUT A 

WORD OF ANY PROBLEMS FROM HASBRO. WHERE’D THIS 

COME FROM? 

Associate (Maha): WELL, UNTIL RECENTLY, SCRABULOUS ONLY 

HAD THE GAME ON THEIR WEBSITE WHERE PEOPLE COULD 

LOG IN AND PLAY THE GAME AGAINST ON-LINE 

COMPETITORS. 

Managing Partner (Andrew): AND THAT WASN’T A PROBLEM? 
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Associate (Maha): WELL, HASBRO PROBABLY WASN’T AWARE OF IT. 

THE WEBSITE ONLY HAD ABOUT 20,000 USERS WORLDWIDE 

OVER A THREE-YEAR PERIOD. 

Managing Partner (Andrew): SO WHAT CHANGED? 

 
Slide 16 – Scrabulous Facebook Page 

 
Associate (Maha): WHEN SCRABULOUS PUT THEIR GAME ON AS AN 

APP ON FACEBOOK, THEY SUDDENLY HAD 840,000 TOTAL 

USERS AND MORE THAN 500,000 USERS DAILY. 

Managing Partner (Andrew): WOW! SO I GUESS THEN HASBRO 

NOTICED THEM. 

Associate (Maha): RIGHT. 

Managing Partner (Andrew): BUT I GUESS IT’S STILL NOT A SERIOUS 

CASE. IT’S JUST ONE FACEBOOK APP, RIGHT? THERE CAN’T 

BE MUCH MONEY AT STAKE OVER THIS ONE APP, CAN 

THERE? 

Associate (Maha): EVERYBODY’S SHOOTING FOR THE NEXT NEW 

APP RIGHT NOW. THIS ONE’S ALREADY GOT A SIGNIFICANT 

USER BASE, AND THERE’S A TON OF MONEY AT STAKE. 

COMPANIES THAT RELEASE THEIR APPS ON FACEBOOK CAN 

GET DIRECT ADVERTISING REVENUE. ON AN ORDINARY 
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FACEBOOK PAGE, YOU’D BE RIGHT. THE PAGE OWNER 

WOULDN’T GET ANYTHING AND ANY AD REVENUE 

ASSOCIATED WITH THE PAGE WOULD GO TO FACEBOOK. BUT 

WITH AN APP LIKE SCRABULOUS, THE APP PAGE OWNER 

GETS THE REVENUE.  SO SCRABULOUS IS MAKING 

HUNDREDS OF THOUSANDS OF DOLLARS A MONTH ON THIS 

APP. 

Managing Partner (Andrew): OOO-KAY, SO THERE’S THE DAMAGES. 

THEN GO AHEAD, USE FIRM RESOURCES AND TRY TO GET 

THIS CASE. AND FIND OUT WHATEVER YOU CAN ABOUT OUR 

POTENTIAL OPPONENTS. ALSO, TALK TO CHARLEY AND 

CHASON. THEY SEEM TO KNOW A THING OR TWO ABOUT 

FACEBOOK. 

 
Slide 17 – Scene 3 Intro 

 
Narrator (Ann): We now join the Associate as he reports back to the 

Managing Partner on his Scrabulous investigation. 

SCENE 3 – THE REPORT ON SCRABULOUS 

Associate (Ginabeth): YOU’VE ASKED US TO FIND OUT EVERYTHING 

WE CAN ABOUT THIS SCRABULOUS LAWSUIT FOR OUR PITCH, 

AND WE THINK WE’VE GOT SOME GOOD STUFF. 
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Managing Partner (Andrew): OK, LET’S HAVE IT. 

Associate (Ginabeth): FIRST, I “FRIENDED” HASBRO’S CEO ON 

FACEBOOK, AND IT TURNS OUT --(interrupted) 

Managing Partner (Andrew): WAIT, YOU’RE FRIENDS WITH HASBRO’S 

CEO? I TOLD YOU TO GATHER INFORMATION, NOT GO 

FRIENDING THE ENEMY. 

Associate (Ginabeth): NO, YOU DON’T ACTUALLY HAVE TO KNOW 

PEOPLE TO BE FRIENDS ON FACEBOOK.  

Partner (Jeremy): DON’T WORRY, IT JUST MEANS THAT THEY’RE 

CONNECTED ON FACEBOOK AND THAT Ginabeth (?)  CAN SEE 

HIS FACEBOOK INFORMATION. 

 
Managing Partner (Andrew): I KNOW WHAT FRIENDING IS! DIDN’T 

YOU HEAR, I HAVE 722 FRIENDS??  WANNA BE 723?   I’M JUST 

NOT SURE I LIKE THAT YOU FRIENDED HIM, BUT GO ON. 

Associate (Ginabeth): WELL, IT TURNS OUT THAT HASBRO’S CEO IS 

A BIG SCRABULOUS PLAYER HIMSELF. HE’S ALL OVER THE 

HIGH SCORE BOARD. THAT’S A NICE LITTLE FACT, ISN’T IT? 

 
Slide 17 – Hasbro CEO on Scrabulous 
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Managing Partner (Andrew): INDEED, THAT WOULD BE AN 

EMBARRASSMENT TO HASBRO, AND RATHER INNOCUOUS. 

WHAT ELSE DO YOU HAVE? 

Partner (Jeremy): WELL, I BEGAN TO FOLLOW HASBRO’S CEO ON 

TWITTER, AND HE TWEETED SOME INTERESTING THINGS--  

Managing Partner (Andrew): WAIT, NOW YOU’RE FOLLOWING HIM? 

DON’T WE HIRE PRIVATE INVESTIGATORS FOR THAT? 

Partner (Jeremy): NO NO, IT’S TWITTER. IT’S A WAY TO BROADCAST 

SHORT MESSAGES OVER THE INTERNET TO PEOPLE WHO 

“FOLLOW” YOUR FEED.  

Managing Partner (Andrew): I KNOW WHAT TWITTER IS! BUT I DIDN’T 

KNOW ANYBODY IN THE UNIVERSE COULD FOLLOW ANYONE 

ELSE? I THOUGHT IT WAS JUST, YOU KNOW, AMONG 

‘FRIENDS,’ LIKE FACEBOOK.  

Partner (Jeremy): NO, I’M PRETTY SURE THAT ANY USER CAN 

FOLLOW ANY OTHER USER IF THE SIGN UP WITH DEFAULT 

SETTINGS. BUT I THINK YOU CAN BLOCK PEOPLE OR MAKE 

YOUR PROFILE PRIVATE IF YOU DON’T WANT THEM 

FOLLOWING YOU. 
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Managing Partner (Andrew): WELL LET’S MAKE A POINT TO CHECK 

ON THAT BEFORE I SIGN UP. ANYHOW, SO YOU’RE 

FOLLOWING HIM… 

 
Slide 31 – Hasbro CEO Tweets 

 
Partner (Jeremy): WELL I’VE BEEN READING HIS TWEETS, AND 

YESTERDAY, HE SENT THIS: “JUST MET WITH THE LAWYERS. 

THEY SAID THEY’VE DEVELOPED EVIDENCE THAT WILL 

CRUSH THE SCRABULOUS IMPOSTER. IT’S A SLAM DUNK.” 

Managing Partner (Andrew): UM, ISN’T THAT BAD NEWS FOR US? 

Associate (Ginabeth): NO, IT’S NOT WHAT HE SAID--IT’S THAT HE 

SAID IT AT ALL. THAT’S A PUBLIC BROADCAST OF THE 

SUBJECT MATTER OF A CONVERSATION WITH HIS 

ATTORNEYS. ISN’T THAT A PRIVILEGE WAIVER? 

Managing Partner (Andrew): OK, OK, YOU MIGHT BE ON TO 

SOMETHING THERE. SO HE TOLD THIS TO YOU? 

Partner (Jeremy): HE TOLD IT TO EVERYBODY…EVERYBODY WHO 

FOLLOWS HIS TWITTER FEED. IT’S THE DIGITAL EQUIVALENT 

OF PUBLISHING A NOTICE IN THE PAPER. 
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Managing Partner (Andrew): IT SEEMS MORE LIKE AIRING DIRTY 

LAUDNRY IF IT GAINS US AN ADVANTAGE, STILL, THE WAIVER 

IDEA MIGHT HAVE MERIT. BUT WAIT--AM I GOING TO HAVE TO 

PRODUCE THIS IN RESPONSE TO A SUBPOENA DOWN THE 

ROAD? PLUS, THIS ONCE AGAIN SOUNDS LIKE DIRECT 

COMMUNICATIONS WITH A WITNESS WHO IS REPRESENTED 

BY COUNSEL. YOU KNOW WE CAN’T DO THAT. 

Partner (Jeremy): OH, WELL…I HADN’T THOUGHT OF IT THAT WAY. 

BUT I HAVEN’T ‘COMMUNICATED’ WITH ANYBODY. I’M JUST 

OBSERVING WHAT HE SAYS IN PUBLIC. 

Managing Partner (Andrew): YOU MEAN ONLINE. TO HIS “FRIENDS,” 

OR HIS “FOLLOWERS.” THAT SOUNDS LIKE A GREY AREA TO 

ME.  (To Jeremy) BE CAREFUL WITH “FOLLOWING” PEOPLE 

AND, GINABETH, YOU MIGHT RETHINK THE “FRIENDING” 

Associate (Ginabeth): OK, NO MORE ONLINE INVESTIGATIONS FOR 

NOW. BUT WHAT ABOUT THE PITCH? 

Managing Partner (Andrew): USE WHAT WE’VE GOT FOR THE PITCH. 

AND MAKE SURE YOU BRING SOME MORE PARTNERS WHO 

HAVE A CLEAR IDEA ON THE LATEST WITH FACEBOOK AND 

ALL THE APPS. NOW, GO GET US THIS CASE! 
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Slide 18 – Scene 4 Intro 

 
Narrator (Ann): We now join the Associate and the Managing Partner for a 

discussion after the Scrabulous Pitch. 

SCENE 4 – AFTER THE SCRABULOUS PITCH 

Managing Partner (Andrew): DID WE GET THAT SCRABULOUS CASE? 

Associate (Maha): NO WE DIDN’T. 

Managing Partner (Andrew): WHY? IT SOUNDED LIKE A PERFECT 

CASE FOR US? 

Partner (Jonathan Goins): UNFORTUNATELY, THE CLIENT FELT WE 

WEREN’T TECH- SAVVY ENOUGH. 

Managing Partner (Andrew): TECH-SAVVY? I THOUGHT THE TECH 

WAS JUST SCRABBLE! 

Associate (Maha): AND FACEBOOK AND APPS. 

Managing Partner (Andrew): WELL MAYBE WE COULDN’T 

COMMUNICATE THAT WE UNDERSTAND THE CLIENT’S 

BUSINESS MODEL. I KNEW WE SHOULD’VE MADE SURE 

CHARLEY AND CHASON COULD ATTEND.  

Associate (Maha): ACTUALLY THAT WASN’T THE PROBLEM. THE 

PARTNERS WHO WENT TO THE PITCH WERE WELL ATTUNED 

TO THE ISSUES. BUT SCRABULOUS DOESN’T THINK OUR FIRM 
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HAS A CLOSE ENOUGH GRASP ON FACEBOOK AND HOW IT 

WORKS BECAUSE WHEN THEY WENT TO LOOK AT OUR FIRM’S 

FACEBOOK PAGE AND IT SAYS THAT OUR BUSINESS IS 

“PED’S” (PERFORMANCE ENHANCING DRUGS) AND OUR 

EMPLOYEES “HAVE A PASSION FOR SEX.” 

Managing Partner (Andrew): WHAT!!! HOW DID THAT HAPPEN? 

Partner (Jonathan): UNFORTUNATELY FOR US, FACEBOOK 

AUTOMATICALLY GENERATES COMMUNITY PAGES BASED ON 

WHAT PEOPLE SAY IN THEIR OWN INDIVIDUAL PAGES. SO IF 

AN ASSOCIATE JOKINGLY SAYS SHE’S A “PED” USER AT OUR 

FIRM, THEN THE COMMUNITY PAGE ADDS PED’S AS PART OF 

OUR BUSINESS. AND IF AN EMPLOYEE, EVEN A PART TIME 

ONE, SAYS SOMEWHERE HE’S OUR EMPLOYEE AND 

ELSEWHERE SAYS HE HAS A PASSION FOR SEX, THEN THAT 

BECOMES PART OF THE COMMUNITY PAGE. WE’RE NOT THE 

ONLY FIRM THIS HAS HAPPENED TO. 

 
Managing Partner (Andrew): GOSH I THOUGHT MY 722 FRIENDS AND 

I KNEW IT ALL! CHARLEY AND CHASON MENTIONED 

SOMETHING ABOUT STRAY COMMENTS CIRCULATING WITH 
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SOME FIRMS, BUT I DIDN’T THINK IT WOULD HAPPEN TO US! 

HOW DO WE STOP THIS? 

Associate (Maha): WE HAVE TO STAY ON TOP OF FACEBOOK AND 

OTHER SOCIAL MEDIA SITES AND CONTACT THEM IF 

SOMETHING LIKE THIS HAPPENS. 

Managing Partner (Andrew): ALL RIGHT WE’LL HAVE TO WORK ON 

THAT. BY THE WAY, I THINK WE HAVE TO BE MORE CAREFUL 

ABOUT MAKING FRIENDING PARTIES ON FACEBOOK AS PART 

OF INVESTIGATIONS. 

Associate (Maha): WHY? 

Managing Partner (Andrew): THERE ARE SOME RECENT BAR 

OPINIONS, SPECIFICALLY PHILADELPHIA BAR OPINION 2009-02 

THAT ADDRESS DECEPTIVE FRIENDING. IT SAYS ATTORNEYS 

CANNOT FRIEND TRIAL WITNESSES AS PART OF PERJURY 

INVESTIGATIONS. 

 
Slide 19 – ABA Model Rule 8.4(c) 

 
Partner (Jonathan): OH, GOODNESS. WELL I SUPPOSE THEY USED 

MODEL RULE 8.4 THERE. RULE 8.4(c) PROHIBITS “ENGAGING IN 

CONDUCT INVOLVING DISHONESTY, FRAUD, DECEIT OR 

MISREPRESENTATION.”  
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Managing Partner (Andrew): 

THE RULES HAVE BEEN INTERPRETED TO PERMIT SOME 

FORMS OF PRETEXTING, BUT I MUST ADMIT, I DON’T 

UNDERSTAND WHERE TO DRAW THE LINE, SO I THINK THE 

BEST PRACTICE WOULD BE JUST TO REFRAIN FROM DOING 

ANYTHING LIKE THAT. FOR EXAMPLE, YOU USUALLY CAN’T 

HIRE A THIRD PARTY TO POSE AS A DISINTERESTED PERSON 

TO GET INFORMATION FROM WITNESS, UNLESS YOU ARE 

INVESTIGATING A CRIME. 

Associate (Maha): BUT THERE WAS NOTHING DISHONEST ABOUT 

WHAT I DID. WHEN I FRIENDED HIM, MY PROFILE SHOWED I 

WAS AN IP ATTORNEY. I DIDN’T POSE AS ANYTHING OR 

MISREPRESENT ANY FACTS ABOUT MYSELF. AND THE GUY 

HAD HUNDREDS OF FACEBOOK FRIENDS. HE COULDN’T 

POSSIBLY KNOW ALL OF THEM PERSONALLY.  

Partner (Jonathan): YES, IF SHE WAS OPEN ABOUT HER POSITION 

AS AN IP ATTORNEY ON HER PROFILE, THAT DOESN’T SEEM 

DECEPTIVE. HE MIGHT BE ONE OF THOSE PEOPLE WHO 

FRIENDS ANYONE WHO ASKS HIM. IF SOMEONE IS SO 

INDISCRIMINATE ABOUT ACCEPTING FRIEND REQUESTS, 
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WOULD HE HAVE ANY REASONABLE EXPECTATION OF 

PRIVACY IN HIS PROFILE OR POSTS? 

Managing Partner (Andrew): WAIT, SO YOU’RE SAYING THAT THIS 

GUY MIGHT BE LOSING HIS EXPECTATION OF PRIVACY 

BECAUSE HE’S TRYING NOT TO BE RUDE TO PEOPLE 

SENDING HIM FRIEND REQUESTS? WELL I CAN KINDA SEE 

WHAT HE’S ABOUT. YOU DON’T GET 722 FRIENDS BEING 

PICKY-CHOOSEY. IT’S NOT LIKE PEOPLE CAN BE 

INDISCRIMINANTLY RUDE JUST BECAUSE THEY’RE ON THE 

INTERNET! 

Partner (Jonathan): I HATE TO TELL YOU, BUT MILLIONS OF PEOPLE 

USE THE INTERNET EVERYDAY FOR JUST THAT PURPOSE. 

Associate (Maha): YES, SORRY TO BURST YOUR BUBBLE, I THINK 

IT’S REASONABLE TO ASSUME ANYTHING HE SAID TO ALL OF 

HIS FACEBOOK FRIENDS WAS SOMETHING HE WOULDN’T 

MIND BEING PUBLIC KNOWLEDGE. SO, YOU CAN 

INDISCRIMINATELY ACCEPT FRIENDS AT YOUR PERIL. 

Managing Partner (Andrew): OKAY OKAY, YOU HAVE SOME GOOD 

POINTS. I THINK THAT’S WHY IT IS A GREY AREA. BUT LET’S 

AVOID PUSHING OUR LUCK UNTIL THE ETHICS RULES IN THIS 
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AREA ARE CLARIFIED. IN THE MEANTIME, I’LL BE MORE 

DISCERNING IN ACCEPTING FRIENDS. 

 

 
Slide 20 – Scene 5 Intro 

 
Narrator (Ann): In the next scene, our Managing Partner meets with the 

Director of Human Resources to discuss employee monitoring using 

social media. 

SCENE 5 – HUMAN RESOURCES AND SOCIAL MEDIA 

Managing Partner (Nicole): As you are one of my new facebook friends, 

you know I’ve started pushing myself and the entire firm to get with 

the times and connect with online universe. What has your 

department been doing in this area? 

HR Director (Noah): Well, it’s not so much what we‘ve been doing that 

made me ask for this meeting. We’ve been able to use the firm’s 

Facebook page and Twitter account to help communicate benefits 

updates and other general information, and we’ve gotten very positive 

feedback from staff and attorneys there. As you know, many of our 

employees already use many different social networking venues. I am 

concerned with both the time and content of social networking and 
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the time spent on it by our employees. It may have a negative impact 

on productivity if we don’t handle it right. 

Managing Partner (Nicole): What do you mean? Let’s start with what you 

said about time. We’ve always had issues with employees doing 

nonwork-related things on firm time. What most people don’t get is 

that doing other things when you’re paid to work is essentially 

stealing. We’ve decided not to block access to these sites, because 

that would be incompatible with our encouraging their use to promote 

the firm and better communication within and outside the firm. I don’t 

see how we’ll be able to police employee social networking activity 

any more than we already police other things like long coffee breaks, 

chatting too much at others’ desks, and the like. What do you 

propose? 

HR Director (Noah): My idea is to create a profile or several profiles using 

pseudonyms that I think of as “firm friends,” using photos and 

descriptions of attractive people from different demographics that 

would likely be connected with by most people. To the extent 

possible, we would use these custom profiles to friend, follow, or 

otherwise link to as many employees as we can. Many social 

networking services are set up so people can tell when their friends 
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are on-line and using the service. We can use that feature to monitor 

employee activity. Likewise, we can keep an eye on the time/date 

stamps of their posted items like statuses, tweets, notes, shared 

links, and the like.  

Managing Partner (Nicole): Wait, wait, wait-- so we are going to become 

Ta’o’s fake girlfiend? Doesn’t that seem a bit like overkill? Don’t we 

already have the software on everyone’s computers that monitors the 

websites employees visit? 

HR Director (Noah): Yes, but we could coordinate with the I.T. department 

to report employee activity on the various social networking sites. It 

would still miss the activity that employees do from their mobile 

devices though. 

Managing Partner (Nicole): Okay, that’s an idea. And what are your 

concerns about the content? 

HR Director (Noah): This same set of “firm friend” custom profiles and/or 

monitoring software can be used to monitor the content of employee 

communications. We want to make certain that confidential 

information about the timing and specifics of firm activities aren’t 

being broadcast. Also, it would be helpful to monitor any gossip and 

intrapersonal issues.  



28 
Atlanta IP Inn of Court: Feb 13, 2013 
19977590.1 

Managing Partner (Nicole): Ok, I guess I could get behind catfishing for 

good, like making sure interpersonal disputes don’t get out of hand. 

They’re bad enough when it’s just word-of-mouth! Leave the drama 

with your mama! 

HR Director (Noah): Exactly. If petty rumors get out on the web, things 

really tend to escalate – and the potential negative impact on the 

firm’s public image, and the airing of employees’ interpersonal 

disputes can have disastrous morale effects, and those kinds of 

things can be really problematic. We’ve already heard through the 

grapevine of several disputes between employees where people 

have been badmouthing their colleagues, supervisors, and even firm 

management on social media, including “naming names.” 

Managing Partner (Nicole): Well whether that’s being done on company 

time or not, we can’t have people who identify themselves as firm 

employees in their profiles going around like loose cannons out there.  

Maybe these strategies will give us a way to police and document this 

conduct.  

HR Director (Noah): That’s the idea. I’m sure we’ll have to work out some 

details, but that’s our idea so far.  

 



29 
Atlanta IP Inn of Court: Feb 13, 2013 
19977590.1 

 
 

Managing Partner (Nicole): As you know, I’m in favor of using social 

media tools, but I’m also concerned about the implicit dishonesty 

inherent in the “firm friends” idea. I don’t want to be everyone’s Big 

Brother, and I don’t really want to catfish everyone. …Or is that the 

way the word is used? --- Doesn’t matter. 

 
Slide 21 – ABA Model Rule 8.4(c) 

 
For example, remember Rule 8.4(c) which says “It is professional 

misconduct for a lawyer to engage in conduct involving dishonesty, 

fraud, deceit or misrepresentation.” Would we be engaging in deceit 

by making these fake profiles? I think it might be better if we address 

these concerns in a broad social media policy. Perhaps we can 

provide some hard-and-fast rules of use, as well as some general 

guidelines about proper time and content of use – particularly during 

work hours.  

HR Director (Noah): Of course it’s always better to have a written policy to 

explain it evenhandedly. Another possibility will be to update our 

Employment Agreements and Policies to mandate that any employee 

provide the firm with access to any social networking account if 

needed to investigate an infraction of workplace rules. However, the 
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NLRB just released a decision that forbids broad social media 

policies that ban “disrespectful” comments criticizing the employer if 

those policies discourage workers from exercising their right to 

communicate with one another with the aim of improving wages, 

benefits or working conditions.  

Managing Partner (Nicole): Great- now I’ll get in trouble for what we put in 

the policy. Does everything about social media have to be this dicey? 

I thought facebook was supposed to be fun! 

HR Director (Noah): Well trying to improve working conditions is a far cry 

from the lone employee ranting on the internet. So at least we can 

still discipline an employee for that.  

Managing Partner (Nicole): Well, attorneys are supposed to avoid pre-

texting during investigation of our litigation opponents, and – while the 

ABA doesn’t have specific rules governing pre-texting in the 

employment context – I think we should come up with better ways to 

monitor employee behavior. The technical monitoring solution will 

likely require advance notice in order to avoid problems under privacy 

laws, but we’ll have to proceed carefully. 

 
Slide 22 – Scene 6 Intro 
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Narrator (Ann): In Scene 6, our Managing Partner meets with the Director 

of Hiring to discuss a recent social media “incident.” 

SCENE 6 – HIRING AND SOCIAL MEDIA 

Managing Partner (Nicole): Well, what brings the Hiring Committee here?  

I thought that our recruiting efforts and the like were doing well with 

social media. 

Hiring Partner (Thad): So far, it’s going well using social networking to 

publicize the benefits of working here and even job openings. 

However, an issue today came as a bit of a surprise. We’ve been 

looking to fill a lateral position and just 10 days ago we found a 

candidate whose tech background and experience level are an ideal 

match. He went through two extensive call-back interviews, and we 

called him this morning with a job offer, with the written letter already 

on its way out with the morning mail. 

Managing Partner (Nicole): That sounds great, so what’s the problem? 

Hiring Partner (Thad): Just before lunch, one of the members of the hiring 

committee called me. She’d been out of town as second chair in that 

big trial for the last two weeks, and was just catching up on her 

emails this morning when she saw the emails about this candidate. 
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She recognized the name because they attended the same summer 

camp in junior high. 

Managing Partner (Nicole): And…? 

Hiring Partner (Thad): Well, they had bumped into each other several 

years ago, just by chance, and – in the course of briefly catching up 

they became Facebook friends, but didn’t stay in touch thereafter. 

When she saw his name, she recalled this and went to his Facebook 

page. 

 

Slide 37 – Employee Facebook Page 

 

She noticed a couple of things there that concerned her, and she 

immediately called me, which is why I called you. 

Managing Partner (Nicole): So, what were the concerns? 

Hiring Partner (Thad): Well, you can see, he has privacy settings 

implemented where non-friends can’t see much, several things in his 

“friends only” Facebook profile don’t match what was on his resume. 

Also, it seems like he’s a pot enthusiast, and a BIG one!!  Although 

we can only point to his outspoken advocacy of marijuana 
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legalization, his Facebook photos indicate several apparent images of  

public intoxication.  Not good.  

Managing Partner (Nicole): Uh huh. Unfortunately, Cheech and Chong 

are not among our illustrious clients, as he otherwise might fit right in. 

Hiring Partner (Thad): Exactly. Now, his resume matches the school 

transcripts he gave us, and we typically don’t investigate the personal 

lives of potential hires. But – even though these are things we 

wouldn’t have known without this random Facebook connection – 

they raise some questions regarding his honesty, deportment, and 

discretion, even though he seems to have his profile set up as private 

for viewing only by his Facebook friends. 

Managing Partner (Nicole): Well, what can we do or should we do with 

this information? We can’t unlearn this now that Facebook has 

opened pandora’s box.  

Hiring Partner (Thad): Well, I don’t know yet if the candidate would have 

given notice to his current employer, or whether we should even 

consider changing or rescinding the job offer. If we don’t rescind the 

offer, I think we may want to consider more actively and 

independently investigating the backgrounds of future prospective 

employees. 
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Managing Partner (Nicole): I think that would be a good idea in the future. 

Hey, I’m friends with a bunch the law students taking the bar this 

summer – at least we have that avenue to check for any ridiculous 

profiles. But for this candidate, we’ve got to be careful in terms of 

antidiscrimination laws and worker privacy rights. 

Hiring Partner (Thad): Well, Georgia’s probably not too touchy there, but 

California and some other states have more onerous limitations, and 

we don’t want to set up our firm as a model case in some 

employment action or civil litigation. I think we should just discuss 

these things with him up front, and then modify our practices going 

forward so we can catch these kinds of things earlier.  Perhaps, our 

social media policy will have to include a section that’s discussed up 

front with potential hires, law students, etc., advising them of the 

expectations we have for our employees before any offers are made. 

Managing Partner (Thad): Can’t we just demand that all job applicants 

give us their social media passwords? 

Hiring Director (Nicole):  Actually, that’s illegal in at least five states – 

California, Delaware, Illinois, Maryland and Michigan.  More states 

are likely to pass similar laws this year. 
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Managing Partner (Thad): Well, I bet Georgia will be a hold out, but we’d 

better not make a name for ourselves as the odd duck unless other 

firms are doing it.  

 

Slide 23– Scene 7 Intro 

 

Narrator (Ann): In our final scene, the Managing Partner meets with two 

Firm Attorneys to discuss the need for a social media policy. 

SCENE 7 –SOCIAL MEDIA POLICY 

Managing Partner (Nicole): Hey guys. Thanks for taking the time to meet 

with me. I understand you two have a lot of experience helping our 

clients with social media policies. So I think it is time that we adopt a 

social media policy here at the firm. 

Partner (Ansley): Well that’s a great idea and we sure would be happy to 

help. Bill has done a bunch of research on social media policy issues, 

and we’ve been advising clients on these issues for the last few 

years. 

Managing Partner (Nicole): Great. Can I see the policy? 

Partner (Ansley): Excuse me? 
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Managing Partner (Nicole): You know, the social media policy – don’t you 

have one that we can adopt? 

Partner (Ansley): Um…It’s not that simple. 

Managing Partner (Nicole): What do you mean it’s not that simple? 

You’ve helped clients with social media policies, haven’t you? Can’t 

we just adopt one of those and be done with it. I just want to get 

something on paper so that people know what they can and cannot 

do. 

Partner (Ansley): No, it’s a lot more complicated than that. There is no 

single, one-size fits all social media policy. There are a lot of issues to 

consider and considerations to balance, and different companies 

reach different conclusions about how to manage it all.  

Associate (Bill): And as a law firm, we might adopt a social media policy 

that is completely different from the policies we have recommended 

to our clients. 

Managing Partner (Nicole): All right, all right. What are some of these 

considerations? 

 

Slide 24 – social media policy issues 
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Partner (Ansley): Well, adding to some of the situations you’ve already 

encountered in the past few months, there’s a long list of issues that 

we need to think through in deciding what the right policy is for our 

firm. Most of these involve ethics. Bill and Ian have considered these 

closely, so they can summarize them for you. Bill? 

Associate (Bill): Yes, there are a number of ethics issues that come up. 

For example: 

 
 

Slide 24a – advertising 
 

• How do we avoid inadvertently violating attorney advertising rules 

when we Tweet and blog? If someone “recommends” one of our 

lawyers on LinkedIn does that recommended status cross the line 

from simple bio to promotion? For example, Connecticut rules 

consider an e-mailed LinkedIn invitation that links to a page about the 

attorney to be a form of advertising. 

 
Slide 24b – adopted information and endorsements 

 
• Or, for example, How do we avoid unintended responsibility 

associated with “adopting” information others may post about our 

attorneys?  For example, it’s been suggested that if an attorney links 
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to comments or recommendations posted by others about the 

attorney, the attorney is deemed to have adopted the information, 

meaning there’s a responsibility to monitor it, maintain its accuracy 

and take it down if necessary.  

Partner (Ian): South Carolina just issued an Ethics Advisory Opinion 

imposing a monitoring duty for adopted information to ensure 

compliance with attorney advertising rules because such client 

endorsements may create unjustified expectations or comparisons. 

 
Slide 24c – testimonials 

 
Associate (Bill): Other rules may apply to statements that could be read 

as testimonials, like Model Rule 4.1’s duty of candor prohibiting any 

false statements. 

 
Slide 24d – specialties 

 
Partner (Ian): We also need to be mindful of potential “specialist” 

violations.  LinkedIn has a “specialties” section in its profile template.  

Although Georgia Rule 7.4 seems to allow a lawyer to claim specialist 

status in an area in which he has sufficient “experience,” the ABA and 

other states have much stricter rules regarding claims of specialist 

status. 
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Slide 24e – confidential information 

 

Associate (Bill): And, are we doing enough to protect confidential 

information – ours and our clients’ – from being inadvertently disclosed?  

• We also don’t know what social media information will be retained, 

and for how long? How will litigation holds apply to social media? 

 
 

Slide 25a – waiver of privilege 
 

• And, how can we avoid and help our clients avoid inadvertent 

privilege waivers, the way we observed in our investigation of the 

Scrabulous case.  At least one attorney has already faced disciplinary 

action for blogging about her cases. 

 

Slide 25b – truthfulness 

 

Partner (Ian): We need to reinforce truthfulness for many reasons, 

including avoiding defamation and maintaining the firm’s credibility, 

even when unintentional false statements are made.   
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Judges check Facebook too! The ABA Journal reported a situation in 

which a lawyer sought a continuance based on a death in the family, 

but the judge checked Facebook and saw that it was social 

commitments rather than a funeral the attorney needed to attend. 

Managing Partner (Nicole): Ouch!! Not anyone I know is it? 

Partner (Ian): Obviously, that’s doubtful.  

 

 

Slide 25c – investigations 

 

Associate (Bill): But we also need to ensure the ethical use of social 

media resources in our investigations-- for employment background 

checks, or to learn about opposing counsel, judges or parties. 

Subpoenas are increasingly being used to obtain information from 

social media sites. 

 

Slide 25d – judges 

 

And, what about attorneys using social media to connect with the 

judge before whom they appear, such as by “friending” a judge on 
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Facebook? There’ve been opinions allowing this type of activity in 

New York, South Carolina, Kentucky, and Ohio, but it is not allowed 

in Florida. 

 

� Slide 26a – investigation by “friending” 

 

Partner (Ian): We need to articulate the issues with friending, for example 

to get information about a party or witness? There’s been at least one 

opinion involving “deceptive friending,” and there’s the potential for 

multiple Model Rule violations concerning deceptive communications 

and making false statements, as well as the general Model Rule 8.4 

(c) concerning dishonest conduct. 

 

Slide 26b – conflicts of interest 

 

Associate (Bill): We also need to consider conflict issues. It can be difficult 

to be sure about the identity of person with whom you communicate 

thanks to social media “handles” and other user names. What if 

someone who posts a question on your blog turns out to be someone 
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with an interest adverse to one of your clients? This could implicate 

Model Rules 17 and 4.2 

 

Slide 26c – inadvertent legal advice 

 

• How do we make sure we aren’t inadvertently giving legal advice to 

someone who isn’t a client if our attorneys blog or Tweet. Do we need 

to restrict followers and friends, for example by keeping posts at a 

general level? 

 

Slide 26d – disclaimers 

 

• How do we translate our usual disclaimer into Tweet-short terms (no 

more than 140 characters)? 

Managing Partner (Nicole): I don’t think that’s possible. At least I hope it’s 

not. If it were that easy to say it in 140 characters, then what use would 

lawyers serve? 

Associate (Bill): Well, at least we don’t bill by the word. (laugh) 

Partner (Ian): There are also issues that we’ll need to deal with beyond 

attorney ethics concerns, such as: 
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Slide 27a – use of company time and resources 

 
• The use of company time for social media – Should we allow 

employees to participate in some ways if we want to be engaged in 

social media as a firm? 

 

Slide 27b – appropriate tone of communications 

 

• And, if they are engaged on social media, we need to monitor what 

kind of comments are protected by the recent NLRB decision as 

employees discussing working conditions and unprotected 

comments, like unhelpful, derogatory remarks; 

 

Slide 27c – speaking on behalf of the company 

 

• We need make sure employees speak for themselves and not the 

firm unless they’re authorized to speak for the firm; 

 

Slide 27d – misuse of intellectual property 
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• and we need to avoid the misuse of others’ intellectual property, 

especially that of clients and vendors. We should ask before naming 

them or using company logos in a client list. 

Managing Partner (Nicole): Holy cow! I had no idea there were this many 

issues to sort out. How do you propose we go about this? 

Partner (Ansley): We suggest forming a cross-functional team that 

includes knowledgeable attorneys, Marketing, Communications, HR 

and IT, at the very least. That group can bring forward some specific 

policy recommendations that reflect our firm’s approach to social 

media.  

Partner (Ian): There will be some “philosophical” questions to answer, like 

how much we want to encourage our employees to get be involved 

on firm-sponsored social channels. It will also likely challenge our 

traditional IT solutions for web-filtering and other media controls. 

Managing Partner (Nicole): We have our work cut out for us but it seems 

important to get in the game. It’s where so much of the world’s dialog 

is taking place today. We can’t afford to miss out on that. 

Partner (Ansley): I couldn’t agree more. Also, after we get the policy 

approved and in place, we need to make sure we educate our 

employees about it and keep it up to date. Social media itself evolves 
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daily and there will be new opinions and rules we’ll need to account 

for. The ABA recently updated Model Rule 1.1-the duty of 

competence. Comment 6 now explains that providing competent 

representations requires not only keeping abreast of changes in the 

law, but also obligates lawyers to remain current on “the benefits and 

risks associated with technology.” 

Associate (Bill):  Also, at least one social media consultant we’ve spoken 

with recommends that firms and companies conduct readiness drills 

to prepare for the day when they may need to respond to a PR crisis 

generated by social media. There are so many stories of companies 

that mishandled bad comments on social media, causing a fire storm, 

like the “Motrin Moms” incident in which mothers angered by Motrin 

ads they saw as derogatory created a tidal wave of angry Tweets that 

eventually got McNeil to pull the ads, but not without a major PR 

black eye. The list goes on, but in each case, what the companies 

lacked was trained staff who knew how to handle a social media 

attack.  

Partner (Ansley): And other companies have earned themselves kudos for 

handling social media complaints openly and quickly, like Southwest 

Airlines’ response to an angry passenger who was booted from a 
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flight. The passenger’s angry Tweets got a prompt reply and 

Southwest immediately reached out offline to address his complaints. 

They emerged looking responsive and prepared. 

Managing Partner (Nicole): Oh, I think I heard this-- the “words with 

friends” guy, right? 

Partner (Ansley): Um… No, I don’t think Mr. Baldwin was involved in this 

one.  

Associate (Bill): Anyway, the consultant I mentioned recommends having 

a formalized “triage” process for immediately responding to a 

complaint – social media is expected to be real time – as well as 

crisis response procedures, with a trained team ready to be engaged 

day or night. 

Managing Partner (Nicole): I repeat: we have our work cut out for us. 

Please go ahead and get a group together to make recommendations 

for a policy and follow up action plan for the firm. I look forward to 

seeing what you come up with. I love technology but it sure can be 

hard to keep up sometimes! 

Slide 28 – Questions 

Slide 29 – and the twitter feeder is… Colin Wright! 
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The Good, The Bad, and The Ugly: #EthicsinSocialMedia 

Whether you are sending a tweet, liking a comment or checking in at your favorite spot, 

the world of social media has changed the landscape of communication forever. Facebook now 

has over a billion users, and Lady GaGa has almost 33 million followers on Twitter. In order to 

keep up with the emerging trend, the legal field must evolve. And evolve it has. According to the 

2012 ABA Legal Technology Survey Report, an overwhelming majority (88%) of law firms can 

be found on LinkedIn and 55% can be found on Facebook. But the mere statement that a lawyer 

uses Facebook or Linkedin doesn’t reveal what those lawyers and firms are actually doing on 

those sites. Many use the sites for increased networking benefits, while other lawyers attempt to 

use social media for e-discovery and client development. 

Social media harnesses a great power for both professionals, including attorneys, and 

non-professionals. Aside from networking with long-lost friends and family, attorneys can also 

communicate with other attorneys, building a vast network of contacts with those practicing in 

the same field. In fact, some social media sites, such as LinkedIn, post job listings that can assist 

attorneys in search of their next career move. By way of social networking, attorneys can 

advertise their experiences, reach prospective clients, or find potential candidates for an 

employment position. Nevertheless, when taking advantage of the benefits offered by the 

Internet, it is important to adhere to the same ethical guidelines as required for all 

advertisements. Undoubtedly, social media can be an asset, but it can also be a liability.  

        Although the use of social media may seem like a powerful tool for many attorneys, those 

same social media sites carry challenges and risks (liabilities) when viewed through the rules of 

professional conduct. For example, what happens when a lawyer acts as a third party and 

“friends” a prospective employee? Or what happens when a lawyer asks a paralegal to “friend” 
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an opposing client to check out his Facebook page? Obvious problems arise. As you can see, 

with a large population of lawyers using social media in various ways, a new field must emerge: 

ethics in the use of social media. Because a lawyer’s online behavior can have a significant 

impact on legal professionalism, the rules of professional conduct should not be neglected. 

So, what ethical issues have firms and lawyers faced when dealing with the new digital 

world and social media? Many lawyers have already been confronted with ramifications for their 

online statements and conduct. For instance: a deputy attorney general was terminated after 

sending offensive tweets; a criminal defense attorney received an ethics complaint after allegedly 

posting a discovery video of an undercover drug transaction on Youtube in an attempt to sway 

public opinion; and an assistant public defender was disciplined for disclosing confidential 

information regarding a client on her blog. Evidently, the ease of use, along with the invalid 

presumption that information existing in the “cyber-world” is disconnected from the “real-

world,” has led many to let down their guards and forget that the same rules of professional 

conduct also apply in cyberspace. While electronic communications may seem private, it is 

important for attorneys to remember that their communications may become public and 

examined in ways that could be detrimental to both clients, employers, and the attorneys 

themselves. Evidently, some attorneys and firms have encountered problems with the use of 

social media in areas such as communications to persons represented by counsel and spoliation 

of online content affecting discovery. 

Today, many lawyers use the Internet to research prospective jurors, witnesses, and even 

employees. While there is nothing unethical about searching social networking sites to gather 

publically available information, what happens if the party’s website has privacy restrictions 

limiting visibility to only friends? May a lawyer create a fake profile or direct a third party to 
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“friend” someone in order to gain access to information that would not otherwise be accessible? 

If the person is represented by counsel, then the answer is definitely no. According to Rule 4.2 of 

both the ABA Model Rules of Professional Conduct and the Georgia Rules of Professional 

Conduct1, a lawyer should not communicate or cause another to communicate with a person 

represented by counsel without the prior consent of that party’s counsel. Furthermore, the 

implicit dishonesty inherent in gaining access to a webpage through false pretenses invokes both 

Rule 4.1, which prohibits a lawyer from knowingly making a false statement of fact to a third 

person, and Rule 8.4 banning conduct involving dishonesty, fraud, deception, or 

misrepresentation. Accordingly, many state bars have found this behavior to be unethical.  

Yet another ethical concern lawyers face with the digital world is the discovery of 

information, photographs, or comments that may adversely impact a client’s case. Lawyers are 

prohibited from instructing their clients to remove harmful information or to close their social 

media accounts. Specifically, under Rule 3.4, a lawyer is prohibited from unlawfully altering or 

destroying evidence and assisting others in doing so. Moreover, a lawyer has an ethical duty to 

preserve electronically stored information, including social media profiles. Communications 

made through social media sites (e.g. Facebook posts and Twitter “tweets”) should be considered 

extensions of “electronically stored information” (“ESI”), triggering the same discovery rules as 

the rules of preserving company e-mails and electronic documents. When the Federal Rules of 

Civil Procedure were amended in 2006 to include ESI, the term was “intended to be read 

expansively to include all current and future electronic storage mediums.” Notes of the Advisory 

Committee to the 2006 Amendments to Rule 34. It does not matter how brief the storage period, 

                                                 
1 For the purposes of this paper, the rules have been identified as “Rule X.X”. This number refers to the rule for both 
the ABA Model Rules of Professional Conduct and the Georgia Rules of Professional Conduct. 
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courts will treat the information as discoverable. Accordingly, even storage in the “cloud” or on 

a social networking site will be treated as discoverable ESI. 

In an attempt to address the impact of technology on the legal profession, the ABA 

recently approved the changes to the Model Rules of Professional Conduct that were proposed 

by the ABA Ethics 20/20 Commission. For instance, Rule 1.1 addresses the duty of an attorney 

to provide competent representation and has now been updated to obligate attorneys to stay 

abreast of the benefits and risks associated with technology. This revision may reflect a growing 

trend among courts throughout the nation that have held attorneys accountable for investigating 

social media sites with respect to their cases. With the impact that technology has had on the 

legal practice, can attorneys who lack proficiency with social media sites actually provide their 

clients with competent representation? As the digital world expands, social media will become 

increasingly influential and incorporated into the legal practice. In fact, a 2010 study indicated 

that 81% of attorneys who responded had used social media sites to obtain evidence that was to 

be used in their cases. Because social media is here to stay, legal professionals must form a new 

platform for conducting the traditional legal activities of client communication, discovery, and 

trials through the world of tweets, blogs, and emails.  

However, because of the many risks of social media, some lawyers are hesitant to adopt 

the trend, concerned that unresolved ethical issues could put them at risk of a grievance against 

them. What is important to understand, though, is that social media changes the medium of 

communication, not the communication itself. In other words, lawyers don’t absolve their ethical 

obligations simply because they are using social media; the same ethics rules guide lawyers’ 

conduct. Conversely, using social media to communicate information considered harmless 

outside of social media doesn’t become tainted merely by using this new medium. Once lawyers 
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recognize and accept that information placed on social media doesn’t differ from those in other 

areas, they can easily conform their use of social media to existing ethics requirements, just as 

they do for other areas of their practice.  

A firm can do some things, however, to help alleviate the concerns of keeping social 

media ethics in align with legal ethics in other areas. First, to ensure proper compliance with 

ABA and firm rules, appropriate policies should be established. These policies should adequately 

protect the firm, the firm’s employees and opposing parties (from firm action that doesn’t follow 

the rules). Second, the firm must thoroughly educate its employees on the policies to increase 

compliance. Thirdly, it must routinely update those policies to keep with emerging trends; 

otherwise, the firm risks repeated exposure. As an optional last step, to keep a firm’s professional 

representation in check, it can adopt a social media team. This team would be involved in 

quickly and adequately responding to social media outlets where people speak, positively or 

negatively, about the firm and/or its employees. These teams would respond to posts and tweets 

in real time to minimize the effects of negative social media trends against it and to maximize 

positive social media streams. If a firm does these things, the social media world can grant great 

benefits, and the firm and its employees can escape most risks associated with its use.  
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